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Building configuration...
Current configuration : 2522 bytes
I

version 12.4

service timestamps debug datetime msec
service timestamps log datetime msec
service password-encryption

I

hostname defense2-rtr
!

boot-start-marker
boot-end-marker

!

enable secret 5 $1$FX/q$pz836ey3CIAO/EOUDE1XT.
!

aaa new-model

!

]

!

aaa session-id common
ip cef

!

!

!

[

no ip domain lookup

ip domain name defense2

!

!

!

username bob privilege 15 password 7 00050507175A06

interface FastEthernet0/0
no ip address

duplex auto

speed auto

I

interface FastEthernet0/0.1
encapsulation dot1Q 12

ip address 192.168.225.254 255.255.255.0
ip access-group 101 out
no ip redirects

no ip proxy-arp

ip nat inside

ip virtual-reassembly
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interface FastEthernet0/0.2

encapsulation dot1Q 13

ip address 192.168.226.254 255.255.255.0
no ip redirects

no ip proxy-arp

ip nat inside

ip virtual-reassembly

I

interface FastEthernet0/1

ip address 192.168.0.18 255.255.255.240
ip nat outside

ip virtual-reassembly

duplex auto

speed auto

I

interface Serial0/0/0

no ip address

shutdown

no fair-queue

clock rate 125000

I

interface Serial0/0/1

no ip address

shutdown

clock rate 125000

I

no ip forward-protocol nd

ip route 0.0.0.0 0.0.0.0 192.168.0.17

I

I
no ip http server

no ip http secure-server

ip nat inside source list 1 interface FastEthernetO

ip nat inside source static tcp 192.168.225.1 22 19
ip nat inside source static tcp 192.168.225.1 80 19
ip nat inside source static tcp 192.168.225.20 22 1
extendable

ip nat inside source static tcp 192.168.225.20 3000
extendable

ip nat inside source static tcp 192.168.225.20 80 1
extendable

I

access-list 1 permit 192.168.225.0 0.0.0.255
access-list 1 permit 192.168.226.0 0.0.0.255
access-list 101 permit tcp any host 192.168.225.1 e
access-list 101 permit tcp any host 192.168.225.1 e
access-list 101 permit tcp any host 192.168.225.20
access-list 101 permit tcp any host 192.168.225.20
access-list 101 permit tcp any host 192.168.225.20
access-list 101 deny ip any any log

access-list 102 remark depuis_serv_web
access-list 102 permit tcp host 192.168.225.1 eq ww
access-list 102 permit tcp host 192.168.225.1 eq 22
access-list 102 deny ip any any log

access-list 103 permit tcp host 192.168.225.1 0.0.0
!

/1 overload

2.168.0.18 22 extendable
2.168.0.18 80 extendable
92.168.0.18 2222

192.168.0.18 3000

92.168.0.18 8080

g Www
q 22

eqg 3000
eq 2222
eq 8080

w any
any

.0192.168.225.254 eq 22
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control-plane

!

I

!

line con 0

line aux 0

line vty 0 5

password 7 0207125A180702760D
transport input ssh

I

scheduler allocate 20000 1000
endip nat inside source list 1 interface FastEthern

/IRegles NAT

ip nat inside source static tcp 192.168.225.1 22 19
ip nat inside source static tcp 192.168.225.1 80 19
ip nat inside source static tcp 192.168.225.20 22 1
extendable

ip nat inside source static tcp 192.168.225.20 3000
extendable

ip nat inside source static tcp 192.168.225.20 80 1
extendable

I

access-list 1 permit 192.168.225.0 0.0.0.255
access-list 1 permit 192.168.226.0 0.0.0.255
access-list 101 permit tcp any host 192.168.225.1 e
access-list 101 permit tcp any host 192.168.225.1 e
access-list 101 permit tcp any host 192.168.225.20
access-list 101 permit tcp any host 192.168.225.20
access-list 101 permit tcp any host 192.168.225.20
access-list 101 deny ip any any log

access-list 102 remark depuis_serv_web
access-list 102 permit tcp host 192.168.225.1 eq ww
access-list 102 permit tcp host 192.168.225.1 eq 22
access-list 102 deny ip any any log

access-list 103 permit tcp host 192.168.225.1 0.0.0
I

I

I

I

control-plane

I

I

I

line con 0

line aux 0

line vty 0 5

password 7 0207125A180702760D

transport input ssh

I

scheduler allocate 20000 1000

end

et0/1 overload

2.168.0.18 22 extendable
2.168.0.18 80 extendable
92.168.0.18 2222

192.168.0.18 3000

92.168.0.18 8080

g wWww
q 22

eqg 3000
eq 2222
eq 8080

w any
any

.0192.168.225.254 eq 22

13 $*#-&"I#$ %& *# 8"..

#!/bin/sh
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# Firewall Iptables

# REMISE a ZERO des regles de filtrage
iptables -F
iptables -t nat -F

# On drop tout par defaut, on libere au fur et a me
# dit : "politiques par defaut”

iptables -P INPUT DROP

iptables -P FORWARD ACCEPT

iptables -P OUTPUT ACCEPT

# Regles de filtrage
# On enleve le firewall sur le loopback
iptables -A INPUT -i lo -j ACCEPT

iptables -A INPUT -m state --state RELATED,ESTABLIS

# Ouverture de ports

# Port Http

iptables -A INPUT -p tcp --dport 80 -m state --stat

# Port SSH

iptables -A INPUT -p tcp --dport 22 -m state --stat

# ICMP

iptables -A INPUT -p icmp -m state --state NEW -j A

iptables -A INPUT -j DROP

iptables -A OUTPUT -m state --state NEW -j ACCEPT

sure

HED -j ACCEPT

e NEW -j ACCEPT
e NEW -j ACCEPT

CCEPT
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#!/bin/sh
# Firewall Iptables

# REMISE a ZERO des regles de filtrage
iptables -F
iptables -t nat -F

# On drop tout par defaut, on libere au fur et a me
# dit : "politiques par defaut”

iptables -P INPUT DROP

iptables -P FORWARD ACCEPT

iptables -P OUTPUT ACCEPT

# Regles de filtrage
# On enleve le firewall sur le loopback
iptables -A INPUT -i lo -j ACCEPT

iptables -A INPUT -m state --state RELATED,ESTABLIS

# Ouverture de ports

# Port Http

iptables -A INPUT -p tcp --dport 80 -m state --stat
# Port SSH

iptables -A INPUT -p tcp --dport 22 -m state --stat
# Port DNS UDP

iptables -A INPUT -p udp --dport 53 -m state --stat
# Port DNS TCP

iptables -A INPUT -p tcp --dport 53 -m state --stat
# Port SQUID

iptables -A INPUT -p tcp --dport 3128 -m state --st
# Port SMTP

iptables -A INPUT -p tcp --dport 25 -m state --stat
# ICMP

iptables -A INPUT -p icmp -m state --state NEW -j A

iptables -A INPUT -j DROP

iptables -A OUTPUT -m state --state NEW -j ACCEPT

sure

HED -j ACCEPT

e NEW -j ACCEPT
e NEW -j ACCEPT
e NEW -j ACCEPT
e NEW -j ACCEPT
ate NEW -j ACCEPT
e NEW -j ACCEPT

CCEPT

Méme configuration que lors de la précédente caotditaon, avec I'ajout des regles
permettant I'utilisation de nouveaux services,\wsa Proxy, DNS et Mail
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